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(54) Mobile communication system using source routers, destination routers and a location 
server, corresponding routers and method 



(57) The object of the present invention is to provide 
a radio communication system which can avoid commu- 
nication route redundancy, and prevent the current lo- 
cation information of a source mobile terminal and the 
IP address of a location information management server 
from being revealed. The present invention comprises 
the steps of: converting a first address of a destination 
mobile terminal (2) which is included in a packet as a 



destination address, to a second address of the desti- 
nation mobile terminal (2) which is associated with the 
first address of the destination mobile terminal (2), in a 
source router (AR2); and converting the second address 
of the destination mobile terminal (2) which is included 
In the received packet as a destination address, to the 
first address of the destination mobile terminal (2) which 
is associated with the second address of the destination 
mobile terminal (2), in a destination router (AR3 ) . 
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Description 

CROSS REFERENCE TO RELATED APPLICATION 

[0001] This application is based upon and claims the 
benefit of priority from the prior Japanese Patent Appli- 
cation No. P2002-2761 96, filed on September 20, 2002; 
the entire contents of which are incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

[0002] The present invention relates to a mobile com- 
munication control system, a mobile communication 
control method, a router, a server and a data structure. 

2. Description of the Related Art 

[0003] In a conventional IP (Internet Protocol) net- 
work, a "Mobile IP" technique for controlling a mobility 
of a mobility node (a mobile terminal) , by transferring an 
IP packet destined for the mobility node to a home agent 
managing location information of the mobility node, and 
by encapsulating for transfer the IP packet destined for 
the mobility node from the home agent to the mobility 
node is proposed. 

[0004] In the Mobile IP technique, the mobility node 
notifies a care of address used in a foreign network to 
the home agent when the mobility node moves from a 
home network to the foreign network. The home agent 
holds a relationship between the care of address and a 
home address assigned to the home agent fixedly as 
binding cache information. 

[0005] A correspondent node to the mobility node 
transmits the IP packet destined for the mobility node, 
using the home address fixedly assigned to the mobility 
node . The IP packet including the home address as a 
destination address is transferred to the home agent in 
the home network of the mobility node. The home agent 
encapsulates for transfer the I P packet transmitted from 
the correspondent node, using the care of address 
which is a current IP address of the mobility node. 
[0006] In the Mobile IP technique, the communication 
route via the home agent is called a "triangle route". To 
realize a "route optimization" for transferring the IP 
packet from the correspondent node to the mobility node 
directly without passing through the home agent, the 
mobility node can notify the care of address to the cor- 
respondent node and the correspondent node can 
transfer the IP packet to the mobility node directly using 
the care of address. 

[0007] However, there is a problem in that downward 
communication from the correspondent node to the mo- 
bility node is performed through a route including the 
home agent in the home network of the mobility node, 
so that the communication route becomes redundant (a 



triangle route) in the conventional Mobile IF technique. 
[0008] There is a location privacy problem in that the 
correspondent node receives the care of address in- 
cluding the current location information of the mobility 

5 node when a system whereby the mobility node notifies 
the care of address to the correspondent node directly 
is used, that is, when a system for performing route op- 
timization is used, so that the current location informa- 
tion is revealed to the correspondent node in the con- 

10 ventional Mobile IP technique. 

[0009] There is a problem in that the care of address 
is used as a source address of the IP packet transmitted 
from the mobility node in upward communication from 
the mobility node to the correspondent node, the current 

15 location information of the mobility node is revealed to 
the correspondent node even when route optimization 
is not performed in the conventional Mobile IP tech- 
nique. 

[0010] There is a problem in that the home agent en- 
20 capsulates the IP packet, so that an overhead of the IP 
packet increases in the conventional Mobile IP tech- 
nique, 

[0011] There is a problem in that an extended header 
is used when the IP packet is encapsulated in upward 

25 communication or downward communication using 
route optimization, so that an overhead of the IP packet 
increases in the conventional Mobile IP technique. 
[0012] There is a problem in that the IP address of the 
home agent managing the current location information 

30 of the mobility node is notified to the mobility node in 
advance and the mobility node performs a location reg- 
istration to the home agent in the home network directly, 
so that the IP address of the home agent managing and 
controlling the mobility of the mobility node can be re- 

35 vealed to an outsider and the home agent is vulnerable 
to unauthorized attacks in the conventional Mobile IP 
technique, 

BRIEF SUMMARY OF THE INVENTION 

40 

[0013] In viewing of the foregoing, it is an object of the 
present invention to provide a mobile communication 
control system, a mobile communication control meth- 
od, a router, a server and data structure which can pre- 
45 vent the communication route from becoming redundant 
and the current location information of the mobility node 
(the mobile terminal) and the IP address of the home 
agent from being revealed. 

[0014] A first aspect of the present invention is sum- 
50 marized as a mobile communication control system 
comprising a server and a plurality of routers. 
[0015] The server comprises an address manager 
configured to manage a first address of a destination 
mobile terminal associated with a second address of the 
55 destination mobile terminal; and an instructor config- 
ured to instruct a source router connected to a source 
mobile terminal via a radio circuit to store the first ad- 
dress of the destination mobile terminal associated with 
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the second address of the destination mobile terminal. 
[0016] The source router comprises a first address 
memory configured to store the first address of the des- 
tination mobile terminal associated with the second ad- 
dress of the destination mobile terminal, in accordance 
with the instruction from the server; an address convert- 
er configured to convert the first address of the destina- 
tion mobile terminal which is included in a packet re- 
ceived from the source mobile terminal as a destination 
address, to the second address of the destination mo- 
bile terminal which is associated with the first address 
of the destination mobile terminal in the first address 
memory; and a routing processor configured to route the 
received packet to a destination router connected to the 
destination mobile terminal via a radio circuit, In accord- 
ance with the converted destination address. 
[001 7] The destination router comprises a second ad- 
dress memory configured to store the first address of 
the destination mobile terminal associated with the sec- 
ond address of the destination mobile terminal; an ad- 
dress converter configured to convert the second ad- 
dress of the destination mobile terminal which is includ- 
ed in the received packet as a destination address, to 
the first address of the destination mobile terminal which 
is associated with the second address of the destination 
mobile terminal in the second address memory; and a 
packet transferring processor configured to transfer the 
received packet to the destination mobile terminal, in ac- 
cordance with the converted destination address. 
[0018] In the first aspect, the destination router can 
comprise a selection notifier configured to select the 
second address of the destination mobile terminal which 
is associated with the first address of the destination mo- 
bile terminal in the second memory, and to notify the se- 
lected second address of the destination mobile termi- 
nal to the server, when the destination mobile terminal 
moves into a predetermined area, or when the destina- 
tion mobile terminal changes to an active state; and the 
address manager of the server can manage the notified 
second address of the destination mobile terminal as- 
sociated with the first address of the destination mobile 
terminal. 

[0019] In the first aspect, the source router can com- 
prise an inquirer configured to inquire as to the second 
address of the destination mobile terminal of the server, 
when the first address memory does not store the sec- 
ond address of the destination mobile terminal associ- 
ated with the first address of the destination mobile ter- 
minal which is included in the packet received from the 
source mobile terminal as a destination address; and 
the instructorof the server can instruct the source router 
to store the first address of the destination mobile ter- 
minal associated with the second address of the desti- 
nation mobile terminal, in accordance with the inquiry 
from the source router. 

[0020] In the first aspect, the address manager of the 
server can update the first address of the destination 
mobile terminal and the second address of the destina- 



tion mobile terminal which are associated with each oth- 
er, in accordance with a movement of the destination 
mobile terminal or the change of state of the destination 
mobile terminal. 
5 [0021] In the first aspect, the instructor of the server 
can instruct the router which is not in a route of the pack- 
et from the source mobile terminal to the destination mo- 
bile terminal, to delete the managed first address of the 
destination mobile terminal and the managed second 
10 address of the destination mobile terminal. 

[0022] In the first aspect, the address converter of the 
source router or the destination router can distinguish 
the first address of the destination mobile terminal from 
the second address of the destination mobile terminal, 
15 in accordance with at least one decision bit in the packet. 
[0023] In the first aspect, the address converter of the 
source router can convert a first address of the source 
mobile terminal which is included in a packet received 
from the source mobile terminal as a source address, to 
20 a second address of the source mobile terminal which 
is associated with the first address of the source mobile 
terminal; and the address converter of the destination 
router can convert the second address of the source mo- 
bile terminal which is included in the received packet as 
25 a source address, to the first address of the source mo- 
bile terminal which is associated with the second ad- 
dress of the source mobile terminal. 
[0024] A second aspect of the present invention is 
summarized as a mobile communication control method 
30 comprising the steps of: A) transmitting a packet includ- 
ing a first address of a destination mobile terminal as a 
destination address, in a source mobile terminal; B) in- 
structing a source router connected'to the source mobile 
terminal via a radio circuit to store the first address of 
35 the destination mobile terminal associated with a sec- 
ond address of the destination mobile terminal, in a serv- 
er; C) storing the first address of the destination mobile 
terminal associated with the second address of the des- 
tination mobile terminal, in accordance with the instruc- 
40 tion from the server, in the source router; D) converting 
the first address of the destination mobile terminal which 
is included in the packet received from the source mo- 
bile terminal as a destination address, to the second ad- 
dress of the destination mobile terminal which is asso- 
45 ciated with the first address of the destination mobile 
terminal, in the source router; E) routing the received 
packet to a destination router connected to the destina- 
tion mobile terminal via a radio circuit, in accordance 
with the converted destination address, in the source 
so router; F) converting the second address of the destina- 
tion mobile terminal which is included in the received 
packet as a destination address, to the first address of 
the destination mobile terminal which is associated with 
the second address of the destination mobile terminal, 
55 in the destination router; and G) transferring the re- 
ceived packet to the destination mobile terminal, in ac- 
cordance with the converted destination address. 
[0025] A third aspect of the present invention is sum- 
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marized as a server used in a mobile communication 
network for transferring a packet from a source mobile 
terminal to a destination mobile terminal via a plurality 
of routers. 

[0026] The server comprises an address manager s 
configured to manage a first address of the destination 
mobile terminal associated with a second address of the 
destination mobile terminal; and an instructor config- 
ured to instruct a source router connected to the source 
mobile terminal via a radio circuit to store the first ad- 10 
dress of the destination mobile terminal associated with 
the second address of the destination mobile terminal. 
[0027] In the third aspect, the address manager can 
update the first address of the destination mobile termi- 
nal and the second address of the destination mobile 15 
terminal which are associated with each other, in ac- 
cordance with a movement of the destination mobile ter- 
minal or the change of state of the destination mobile 
terminal. 

[0028] In the third aspect, the instructor can instruct 20 
the router which is not in a route of the packet from the 
source mobile terminal to the destination mobile termi- 
nal, to delete the managed first address of the destina- 
tion mobile terminal and the managed second address 
of the destination mobile terminal. 25 
[0029] A fourth aspect of the present invention is sum- 
marized as a router connected to a source mobile ter- 
minal. The router comprises an inquirer configured to 
inquire as to a second address of a destination mobile 
terminal of a server, when a first address memory does 30 
not store the second address of the destination mobile 
terminal associated with a first address of the destina- 
tion mobile terminal which is included in a packet re- 
ceived from the source mobile terminal as a destination 
address; the first address memory configured to store 35 
the first address of the destination mobile terminal as- 
sociated with the second address of the destination mo- 
bile terminal, in accordance with an instruction from the 
server; an address converter configured to convert the 
first address of the destination mobile terminal which is 40 
included in the packet received from the source mobile 
terminal as a destination address, to the second ad- 
dress of the destination mobile terminal which is asso- 
ciated with the first address of the destination mobile 
terminal in the first address memory; and a routing proc- 45 
essor configured to route the received packet to a des- 
tination router connected to the destination mobile ter- 
minal via a radio circuit, in accordance with the convert- 
ed destination address. 

[0030] In the fourth aspect, the address converter can 
distinguish the first address of the destination mobile ter- 
minal from the second address of the destination mobile 
terminal, in accordance with at least one decision bit in 
the packet. 

[0031 ] In the fourth aspect the address converter can 
convert a first address of the source mobile terminal 
which is included in the packet received from the source 
mobile terminal as a source address, to a second ad- 



dress of the destination mobile terminal which is asso- 
ciated with the first address of the destination mobile 
terminal. 

[0032] A fifth aspect of the present invention is sum- 
marized as a router connected to a destination mobile 
terminal . The router comprises a selection notifier con- 
figured to select a second address of the destination mo- 
bile terminal which is associated with a first address of 
the destination mobile terminal in a second memory, and 
to notify the selected second address of the destination 
mobile terminal to a server, when the destination mobile 
terminal moves into a predetermined area, or when the 
destination mobile terminal has changed to an active 
state; the second address memory configured to store 
the first address of the destination mobile terminal as- 
sociated with the second address of the destination mo- 
bile terminal; an address converter configured to con- 
vert the second address of the destination mobile termi- 
nal which is included in a received packet as a destina- 
tion address, to the first address of the destination mo- 
bile terminal which is associated with the second ad- 
dress of the destination mobile terminal in the second 
address memory; and a packet transferring processor 
configured to transfer the received packet to the desti- 
nation mobile terminal, in accordance with the convert- 
ed destination address. 

[0033] In the fifth aspect, the address converter can 
distinguish the first address of the destination mobile ter- 
minal from the second address of the destination mobile 
terminal, in accordance with at least one decision bit in 
the packet. 

[0034] In the fifth aspect, the address converter can 
convert a second address of the source mobile terminal 
which Is included in a received packet as a source ad- 
dress, to a first address of the source mobile terminal 
which is associated with the second address of the des- 
tination mobile terminal. 

[0035] A sixth aspect of the present invention is sum- 
marized as a data structure of a packet for transfer from 
a source mobile terminal to a destination mobile terminal 
via a plurality of routers. The most significant bit of an 
IPv6 address in the packet functions as a decision bit 
for distinguishing a first address of the destination mo- 
bile terminal from the second address of the destination 
mobile terminal, when a source router connected to the 
source mobile terminal via a radio circuit converts the 
first address of the destination mobile terminal which is 
included in the packet received from the source mobile 
terminal as a destination address, to the second ad- 
dress of the destination mobile terminal which is asso- 
ciated with the first address of the destination mobile 
terminal, and routes the received packetto a destination 
router connected to the destination mobile terminal via 
a radio circuit, in accordance with the converted desti- 
nation address, and when the destination router con- 
verts the second address of the destination mobile ter- 
minal which is included in the received packet as a des- 
tination address, to the first address of the destination 
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mobile terminal which is associated with the second ad- 
dress of the destination mobile terminal, and transfers 
the received packet to the destination mobile terminal, 
in accordance with the converted destination address. 
[0036] A seventh aspect of the present invention is s 
summarized as a data structure of a packet for transfer 
from a source mobile terminal to a destination mobile 
terminal via a plurality of routers. Any bit in the range of 
the 33rd bit to 64th bit of an IPv6 address in the packet 
functions as a decision bit for distinguishing a first ad- to 
dress of the destination mobile terminal from the second 
address of the destination mobile terminal, when a 
source router connected to the source mobile terminal 
via a radio circuit converts the first address of the des- 
tination mobile terminal which is included in the packet *5 
received from the source mobile terminal as a destina- 
tion address, to the second address of the destination 
mobile terminal which is associated with the first ad- 
dress of the destination mobile terminal, and routes the 
received packet to a destination router connected to the 20 
destination mobile terminal via a radio circuit, in accord- 
ance with the converted destination address, and when 
the destination router converts the second address of 
the destination mobile terminal which is included in the 
received packet as a destination address, to the first ad- 25 
dress of the destination mobile terminal which is asso- 
ciated with the second address of the destination mobile 
terminal, and transfers the received packet to the des- 
tination mobile terminal, in accordance with the convert- 
ed destination address. 

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF 
THE DRAWINGS 

[0037] FIG. 1 is a diagram showing the entire config- 
uration of a mobile communication control system ac- 
cording to one embodiment of the present invention. 
[0038] FIG. 2 is afunctional block diagram of a mobile 
terminal in the mobile communication control system ac- 
cording to the embodiment. 

[0039] FIG. 3 is a functional block diagram of a loca- 
tion information management server in the mobile com- 
munication control system according to the embodi- 
ment. 

[0040] FIG. 4 is a functional block diagram of a router 
in the mobile communication control system according 
to the embodiment. 

[0041] FIG. 5A is diagram illustrating a format of an 
I P packet used in the mobile communication control sys- 
tem according to the embodiment. 
[0042] FIG. 5B is diagram illustrating a format of an 
IP packet used in the mobile communication control sys- 
tem according to the embodiment. 
[0043] FIG. 5C is diagram illustrating a format of an 
IP packet used in the mobile communication control sys- 
tem according to the embodiment. 
[0044] FIG. 6 is a sequence diagram illustrating the 
operation of the mobile communication control system 



according to the embodiment. 

DETAILED DESCRIPTION OF THE INVENTION 

<A configuration of a mobile communication control 
system according to an embodiment of the present 
invention> 

[0045] Referring to FIG. 1 to FIG. 5, a configuration 
of a mobile communication control system according to 
an embodiment of the present invention will be de- 
scribed. 

[0046] As shown in FIG. 1 , the mobile communication 
control system a comprises location information man- 
agement servers A and B, a plurality of access routers 
AR1 to AR4, a plurality of anchor routers ANC1 andANC 
2, and a plurality of border routers BR1 and BR2. 
[0047] FIG. 1 shows a mobile packet communication 
network consisting of a domain A and a domain B. The 
domain A and the domain B can be operated by the 
same telecommunication carrier or different telecom- 
munication carriers. 

[0048] The border router BR1 and BR2 connect the 
domain A to the domain B. Each of the domains A and 
B consists of a plurality of routers. 
[0049] In the embodiment, the anchor routers ANC1 
and ANC2 comprise a function of an address conver- 
sion, and the access routers AR1 to AR4 comprise a 
function of a first-hop point for mobile terminals. 
[0050] Routers other than the access routers AR, the 
border router BR and the anchor routers ANC for per- 
forming normal IP routing can be connected in the do- 
main A and the domain B. 

[0051] A configuration whereby the access routers 
AR1 to AR4 terminate an access point AP terminating 
a plurality of radio interfaces, or a configuration whereby 
the access routers AR1 to AR4 support a plurality of ra- 
dio interfaces by themselves can be adopted. 
[0052] FIG. 1 shows "location areas LA#1 and LA #2" 
in which the mobile terminals 1 and 2 perform a location 
registration to the mobile packet communication net- 
work, and "routing areas RA#1 to RA#4" which is a min- 
imum unit per which an IP packet can be routed, as ac- 
cess networks. The local area is managed by one or 
more access router(s) AR, and the routing area is man- 
aged by an access router AR. 

[0053] In FIG. 1 , the mobile terminal 1a in an active 
state moves from the routing area RA#1 to the routing 
area RA#2 in the location area LA#2. The mobile termi- 
nal 1b in a dormant state moves from the routing area 
RA#4 in the location area LA#1 to the routing area RA#1 
in the location area LA#2. The mobile terminal 2 in an 
active state exists in the routing area RA#3. 
[0054] The mobile terminal in the active state can al- 
ways transmit and receive IP packets. The mobile ter- 
minal in the dormant state does not transmit IP packets 
unless the mobile terminal moves between the location 
areas LA, even though the mobile terminal receives IP 
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packets, in order to suppress power consumption. 
[0055] Referring to FIG. 2, the configuration of the mo- 
bile terminals 1 a, 1 b and 2 according to the embodiment 
will be described. Basically, because the configuration 
of the mobile terminal 1 a is the same as the configura- 
tions of the mobile terminals 1 b and 2, the configuration 
of the mobile terminal 1 a will be described in the follow- 
ing. 

[0056] As shown in FIG. 2, the mobile terminal 1a is 
configured with a communicating interface 1 0, a location 
registering unit 11, a notification information receiving 
unit 12, a state change notifying unit 13 and a commu- 
nication unit 14. 

[0057] The communicating interface 1 0 is configured 
to transmit and receive IP packets to/from the access 
router AR2 for managing the routing area RA in which 
the mobile terminal 1a exists via a radio connection. 
[0058] The location registering unit 11 is configured to 
register location information of the mobile terminal 1 a to 
the location information management server B connect- 
ed to the domain B in which the mobile terminal 1 a exists 
via the access router AR2 to which the mobile terminal 
1a is connected. 

[0059] The location registering unit 1 1 transmits loca- 
tion registering packets to the location information man- 
agement server B via the access router AR2, when the 
mobile terminal 1a moves and exists in the other loca- 
tion area LA. 

[0060] In FIG. 1 , the mobile terminal 1 b in the dormant 
state transmits the location registering packets to the 
access router AR1 when the mobile terminal 1b moves 
beyond the location area LA (for example, from the lo- 
cation area LA#1 to the location area LA#2). 
[0061 ] The mobile terminal lain the active state does 
not transmit the location registering packets, when the 
mobile terminal 1a moves within the location area LA 
(for example, from the routing area RA#1 to the routing 
area RA#2). 

[0062] The notification information receiving unit 1 2 is 
configured to receive notification information such as 
paging information transmitted from the access router 
AR2. 

[0063] The state change notifying unit 13 is config- 
ured to notify a change of state relating the active state 
and a change of state relating the dormant state to the 
access router AR2. The state change notifying unit 13 
notifies at least two types of changes of state (the active 
state and the dormant state). 

[0064] For example, the state change notifying unit 1 3 
notifies the access router AR2 that the mobile terminal 
1a has changed to the active state, when the state of 
mobile terminal 1 a has changed from the dormant state 
to the active state by specified triggers such as a start 
of an application and a reception of paging information 
transmitted from the access router AR2. 
[0065] The communication unit 14 is configured to 
create IP packets, for transmission to a destination mo- 
bile terminal 2 via the communication interface 11 . 



[0066] The communication unit 1 4 creates IP packets 
including an IP host address (a first address) of the des- 
tination mobile terminal 2 as a destination address, and 
an IP host address (a first address) of a source mobile 

5 terminal 1a as a source address. 

[0067] The IP host address (the first address) does 
not change according to a current location or a move- 
ment of a mobile terminal. In other words, the IP host 
address identifies a mobile terminal uniquely and glo- 

10 bally. 

[0068] On the other hand, an IP routing address which 
will be discussed later changes according to a current 
location or a movement of a mobile terminal. In other 
words, IP packets can be routed in the mobile packet 
15 communication network optimally using the IP routing 
address. 

[0069] A format (a data structure) of an IP packet in- 
cludes a decision bit for distinguishing the IP host ad- 
dress (the first address) from the IP routing address (the 

20 second address) in routers such as the access routers 
AR, the border routers BR and the anchor routers ANC. 
As a result, the conventional home address of the fixed 
terminal or the Mobile IP terminal can be handled as the 
IP routing address. 

25 [0070] Referring to FIG. 3, the configuration of the lo- 
cation information management server A, B will be de- 
scribed. Basically, because the configuration of the lo- 
cation information management server A is the same as 
the configurations of the location information manage- 

30 ment server B, the configuration of the location informa- 
tion management server B will be described in the fol- 
lowing. 

[0071] As shown in FIG. 3, the location information 
management server B is configured with a location in- 
35 formation managing unit 21 , an I P routing address man- 
aging unit 22, a mobile terminal state managing unit 23 
and a router controlling unit 24. 

[0072] The location information managing unit 21 is 
configured to manage information showing each loca- 
te tion area in which each of a plurality of mobile terminals 
(for, example, the mobile terminal la) whose home net- 
work is the domain B exists at this time, The location 
information management server B is connected to the 
domain B. 

45 [0073] For example, the location information manag- 
ing unit 21 stores a table for associating a mobile termi- 
nal ID (1a) with a local area ID (LA#2) in which the mo- 
bile terminal exists at this time, in accordance with the 
location registering packets transmitted from the mobile 

so terminal 1 a via the access router AR2. as shown in FIG. 
3. 

[0074] The IP routing address managing unit 22 is 
configured to manage IP routing address information for 
associating an IP host address (a first address) of a des- 
ss tination mobile terminal with an IP routing address (a 
second address) of the destination mobile terminal. 
[0075] For example, the IP routing address managing 
unit 22 stores the IP host address #A associated with 
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the IP routing address #X0, and stores the IP host ad- 
dress #B associated with the IP routing address #X1 . 
[0076] The IP routing address managing unit 22 has 
a function of notifying the IP host address or the IP rout- 
ing address of the appropriate mobile terminal to the 
router such as the access router, the border router and 
the anchor router, in accordance with an inquiry from the 
router. 

[0077] For example, the IP routing address managing 
unit 22 instructs a source router AR2 connected to a 
source mobile terminal 1 a via a radio circuit to store the 
IP host address (the first address) of the destination mo- 
bile terminal 2 associated with the IP routing address 
(the second address) of the destination mobile terminal 
2. 

[0078] The IP routing address managing unit 22 has 
a function of updating the IP routing address informa- 
tion, in accordance with a movement of the destination 
mobile terminal (a change of the location area in which 
the mobile terminal exists) or the change of state (the 
state transition between the active state and the dor- 
mant state) of the destination mobile terminal . 
[0079] For example, the IP routing address managing 
unit 22 can instruct the routers such as the access rout- 
ers AR, the border routers BR and the anchor routers 
ANC to delete a cache table for transmission and a 
cache table for reception, together with deleting the ap- 
propriate IP routing address information, when the ac- 
cess router notifies the location information manage- 
ment server B that the mobile terminal 1 a has changed 
from the active state to the dormant state. 
[0080] The IP routing address managing unit 22 has 
a function of instructing the routers such as the access 
routers AR, the border routers BR and the anchor rout- 
ers ANC to convert the IP routing address, in accord- 
ance with the IP routing address information. 
[0081] For example, the IP routing address managing 
unit 22 can instruct the router AR1 which is not in a route 
of the packet from the source mobile terminal 1 a to the 
destination mobile terminal 2, to delete the managed IP 
host address (the managed first address) of the desti- 
nation mobile terminal 2 and the managed IP routing ad- 
dress (the managed second address) of the destination 
mobile terminal 2. 

[0082] The IP routing address managing unit 22 judg- 
es whether the IP host address (the first address) and 
the IP routing address (the second address) of the des- 
tination mobile terminal which are notified from the rout- 
er (for example, the access router AR2) should be al- 
lowed to be used or not, and notifies the result of the 
judgment to the router. 

[0083] When the result of judgment is affirmative, the 
IP routing address managing unit 22 manages the IP 
host address (the first address) of the destination mobile 
terminal associated with the IP routing address (the sec- 
ond address) of the destination mobile terminal. 
[0084] The IP routing address managing unit 22 may 
be configured to manage the IP routing address infor- 



mation of the mobile terminal in the active state only, 
and not to manage the IP routing address information 
of the mobile terminal in the dormant state. 
[0085] The mobile terminal state managing unit 23 is 

s configured to manage the state (active state or dormant 
state) of each mobile terminal. For example, the mobile 
terminal state managing unit 23 can manage the state 
of the mobile terminal whose IP routing address infor- 
mation is managed in the IP routing address managing 

io unit 22 as the active state, and manage the state of the 
mobile terminal whose IP routing address information, 
is not managed in the IP routing address managing unit 
22 as the dormant state. 

[0086] The router controlling unit 24 is configured to 
15 transmit and receive packets such as control packets 
to/from the routers such as the access routers AR, the 
border routers BR and the anchor routers ANC within 
the domain B to which the location information manage- 
ment server B connects, using a predetermined com- 
20 munication protocol. 

[0087] For example, the router controlling unit 24 
transfers the location registering packet received from 
the mobile terminal 1 a via the access router AR2, to the 
location information managing unit 21. 
25 [0088] The router controlling unit 24 transmits the in- 
struction from the IP routing address managing unit 22, 
to the access router AR2. 

[0089] Referring to FIG. 4, the configuration of the ac- 
cess routers AR1 to AR4, the border routers BR1 and 

30 BR2 and the anchor routers ANC1 and ANC2 will be 
described. Basically, because the configuration of the 
access routers AR1 to AR4, the border routers BR1 and 
BR2 and the anchor routers ANC1 and ANC2 are almost 
the same, the mainly configuration of the mobile termi- 

35 nal 1 a will be described in the following, and the unique 
configuration of each of the routers will be described as 
appropriate. 

[0090] As shown in FIG. 4, the access router AR2 is 
configured with a mobile terminal interface 31 , a location 

40 information management server interface 32, a network 
interface 33, a routingtable storing unit 34, a cache table 
for transmission storing unit 35, a cache table for recep- 
tion storing unit 36, an address judging unit 37, a buffer 
38, a routing unit 39 and a table updating unit 40. 

45 [0091] The configuration of the anchor router ANC 
and the border router BR is the same as the configura- 
tion of the access router AR2, except that they do not 
comprise the mobile terminal interface 31 . 
[0092] The mobile terminal interface 31 is configured 

50 to transmit and receive packets such as IP packets and 
location registering packets to/from the mobile terminal 
1 a which exists is the routing area RA#2 managed by 
the access router AR2 via radio circuits. 
[0093] The mobile terminal interface 31 constitutes a 

55 selection notifier configured to select the IP routing ad- 
dress (the second address) of the destination mobile ter- 
minal 1a which is associated with the IP host address 
(the first address) of the destination mobile terminal 1a, 
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and to notify the selected IP routing address of the des- 
tination mobile terminal 1 a to the location information 
management server B via the location information man- 
agement server interface 32, when the destination mo- 
bile terminal 1a moves into a predetermined area (the 
routing area RA#2), or when the destination mobile ter- 
minal 1a has changed to an active state. 
[0094] The mobile terminal interface 31 receives var- 
ious control packets transmitted from the mobile termi- 
nal 1a, resolves the address of the location information 
management server B in accordance with the IP host 
address which is in the received control packets as the 
source address, and transfers the control packets to the 
location information management server B via the loca- 
tion information management server interface 32. 
[0095] The mobile terminal interface 31 can interpret 
message contents of a paging packet which is received 
from the location information management server B via 
the location information management server interface 
32, and perform a paging processing on the mobile ter- 
minal. 

[0096] The location information management server 
interface 32 is configured to transmit and receive in- 
structions for creating, changing and deleting the cache 
table for transmission and the cache table for reception, 
and control packets such as the paging packet to/from 
the location information management server B which is 
connected to the domain B to which the access router 
AR2 belongs, using the predetermined communication 
protocol. 

[0097] For example, when the mobile terminal in the 
active state moves from the routing area RA#1 to the 
routing area RA#2, the location information manage- 
ment server interface 32 triggers a reception of the con- 
trol packets transmitted from the mobile terminal in the 
mobile terminal interface 31 to assign an IP routing ad- 
dress to the mobile terminal, and notifies the location 
information management server B that the IP routing ad- 
dress is assigned to the mobile terminal. 
[0098] The location information management server 
interface 32 notifies the table updating unit 40 that the 
location information management server B allows the IP 
routing address to be assigned. 

[0099] When the mobile terminal has changed from 
the dormant state to the active state in accordance with 
a trigger such as the start of a specified application and 
the reception of the paging packet, the location informa- 
tion management server interface 32 assigns one IP 
routing address extracted out of a IP routing address 
pool to the mobile terminal, in accordance with notifica- 
tion for notifying that the mobile terminal has changed 
to the active state. The notification is transmitted from 
the mobile terminal and received in the mobile terminal 
interface 31 . 

[0100] The location information management server 
interface 32 notifies the location information manage- 
ment server B that the IP routing address is assigned to 
the mobile terminal. The location information manage- 



ment server interface 32 the IP routing address on a for- 
mal basis, for notifying to the table updating unit 40, 
when the location information management server B al- 
lows the IP routing address to be assigned to the mobile 
s terminal. 

[0101] The location information management server 
interface 32 transfers a location registering message re- 
ceived by the mobile terminal interface 31 to the location 
information management server B, in accordance with 

10 the IP host address of the mobile terminal as a key. The 
location registering message is transmitted from the mo- 
bile terminal when the mobile terminal in the dormant 
state changes the location area in which the mobile ter- 
minal exists. In other words, the location information 

15 management server interface 32 functions as the proxy 
to the mobile terminal. 

[0102] The network interface 33 is configured to trans- 
mit and receive IP packets to/from other routers (for ex- 
ample, the anchor router ANC1 ) which is in the domain 

20 B to which the access router AR2 belongs. 

[0103] The routing table storing unit 34 is configured 
to store a routing table based on IP routing addresses. 
For example, the routing table in the access router AR2 
stores the routing information to route the IP packets in- 

25 eluding the IP routing address #X1 to the anchor router 
ANC1. 

[0104] The cache table for transmission storing unit 
35 constitutes the first. address memory configured to 
store the IP host address (the first address) of the des- 

30 tination mobile terminal associated with the IP routing 
address (the second address) of the destination mobile 
terminal, in accordance with the instruction from the lo- 
cation information management server B. 
[0105] For example, the cache table for transmission 

35 storing unit 35 stores a table associating the IP host ad- 
dress #B with the IP routing address #X1 for the mobile 
terminal which the access router AR2 manages as 
shown in FIG. 4. 

[0106] The cache table for reception storing unit 36 

40 constitutes the second address memory configured to 
store the IP host address (the first address) of the des- 
tination mobile terminal associated with the IP routing 
address (the second address) of the destination mobile 
terminal, in accordance with the instruction from the lo- 

45 cation information management server B. 

[0107] For example, the cache table for reception 
storing unit 36 stores a table associating the IP routing 
address #X0 with the IP host address #B for the mobile 
terminal which the access router AR2 manages as 

so shown in FIG. 4. 

[0108] The address judging unit 37 is configured to 
judge whether the source address of the IP packet re- 
ceived from the source mobile terminal is the IP host 
address (the first address) orthe IP routing address (the 

55 second address). 

[0109] To be more specific, the address judging unit 
37 judges whether the source address of the IP packet 
received from the source mobile terminal is the IP host 



BNSDCCID: <EP 1401173A1J_> 



15 



EP1 401 173 A1 



16 



address (the first address) or the IP routing address (the 
second address), by referring to decision bits in the re- 
ceived IP packets. 

[01 1 0] Referring to FIG. 5A to FIG. 5C, formats of the 
IP packets used in the embodiment will be described. In 
the embodiment, the IP host address and the IP routing 
address are realized by defining the decision bits in an 
already-existing IPv6 address system as shown in FIG. 
5A. 

[01 1 1 ] As shown in FIG. 5B, the method for establish- 
ing the decision bits in a format prefix (FP) part defined 
by 3bits including the most significant bit of the IPv6 ad- 
dress is considered as a first method. It is defined that 
"001" is established in the FP part as a global unicast 
address. 

[01 1 2] As shown in FIG. 5B, for example, the method 
establishes "001 (the value defined as the global unicast 
address)" in the FP part for the IP routing address in- 
cluding the "home address HoA" and the "care of ad- 
dress CoA" which are used the already-existing IPv6 
type of fixed terminal, the mobile-IP terminal and so on. 
On the other hand, the method defines the decision bits 
by establishing "010" in the FP part for the IP host ad- 
dress. 

[01 1 3] It is defined that "010" is established as a value 
in the FP part in the embodiment, but the present inven- 
tion is not limited to the embodiment, and other values 
can be established as the value in the FP part. 
[01 1 4] As shown in FIG. 5C, the method for establish- 
ing the decision bit in a bit following an "ISP ID" in the 
network prefixes is considered as a second method. The 
"ISP IDs" are assigned to communication carriers or 
ISPs In accordance with the already-existing assign- 
ment rule. 

[0115] As shown in FIG. 5C, for example, the method 
defines the decision bit by establishing "1 " in the bit fol- 
lowing the "ISP ID" for the IP routing address, and es- 
tablishing "0" in the bit following the "ISP ID" for the IP 
host address. 

[01 1 6] It is defined that the decision bit is established 
in the bit following the "ISP ID" in the embodiment, but 
the present invention is not limited to the embodiment, 
and the decision bit can be established in any bit in the 
range of the 33rd bit to 64th bit of an IPv6 address, or 
in the range of the 65th bit to 128th bit of an IPv6 ad- 
dress. 

[0117] The decision bits which can distinguish the IP 
host address from the IP routing address can be defined 
by using the first and second method without developing 
a new address format in the IP packet. 
[0118] The present invention can distinguish the IP 
host address from the IP routing address by defining the 
decision bits in the IPv4 address system as in the case 
of the IPv6 address system. 

[01 19] When the destination address in the IP packet 
is judged as being an IP host address, the address judg- 
ing unit 37 judges whether the IP host address is man- 
aged in the cache table for transmission storing unit 36 



or not. 

[0120] When the IP host address is judged as being 
stored in the cache table for transmission storing unit 
35, the address judging unit 37 constitutes the address 

5 converter configured to convert the IP host address (the 
first address) to the IP routing address (the second ad- 
dress. In this case, the address judging unit 37 transmits 
the IP packet whose destination address is converted, 
to the routing unit 39. 

io [0121] On the other hand, when the IP host address 
is judged as not being stored in the cache table for trans- 
mission storing unit 35, the address judging unit 37 buff- 
ers the IP packet in the buffer 38 temporally. 
[0122] In this case, the address judging unit 37 con- 

15 stitutes an inquirer configured to inquire as to the IP rout- 
ing address (the second address) of the destination mo- 
bile terminal 2 of the location information management 
server B (or A), in accordance with the IP host address 
as a destination address. 

20 [0123] The address judging unit 37 converts a desti- 
nation address of the IP packets which are buffered in 
the buffer 38 from the IP host address to the IP routing 
address in accordance with a response result form the 
location information management server B (or A), and 

25 transfers the IP packet to the routing unit 39. 

[0124] When the destination address in the IP packet 
is judged as being an IP routing address, the address 
judging unit 37 transfers the IP packettothe routing unit 
39 without converting the destination address of the IP 

30 packet. 

[0125] When the destination address in the IP packet 
is judged as being an IP routing address, and when the 
IP routing address is stored in the cache table for recep- 
tion storing unit 36, the address judging unit 37 converts 
35 the destination address of the I P packet from the I P rout- 
ing address to the IP host address, referring to the cache 
table for reception storing unit 36, and transfers the IP 
packet to the routing unit 39. 

[0126] The routing unit 39 is configured to route IP 
40 packets to the destination router (the access router) 
AR3 which is connected to the destination mobile termi- 
nal 2 via radio circuits, in accordance with the converted 
destination address (the IP routing address or the IP 
host address), referring to the routing table storing unit 
45 34. 

[0127] In the embodiment, the routing unit 39 trans- 
fers the IP packet whose destination address is an IP 
routing address to the anchor router ANC1 via the net- 
work interface 33. 

so [0128] The routing unit 39 constitutes a packet trans- 
ferring processor configured to transfer the IP packet 
whose destination address is an IP host address to the 
mobile terminal 1 a via the mobile terminal interface 31 . 
[0129] The routing unit 39 performs the routing 

55 processing in accordance with predetermined routing 
protocol such as an OS PF. 

[0130] The table updating unit 40 is configured to up- 
date the routing table storing unit 34, the cache table for 
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transmission storing unit 35 and the cache table for re- 
ception storing unit 36, in accordance with the instruc- 
tion transmitted from the location information manage- 
ment server B via the location information management 
server interface 32. s 
[0131] The table updating unit 40 adds the IP routing 
address of the mobile terminal 2 in the cache table for 
transmission storing unit 35, in accordance with the re- 
sult of the inquiry to the location information manage- 
ment server B (or A) by the address judging unit 37. 10 

<An operation of the mobile communication control 
system according to the embodiment > 

[0132] Referring to FIG. 6, the operation whereby IP is 
packets are transferred from a mobile terminal 1 a to a 
mobile terminal 2 in the mobile communication control 
according to the embodiment will be described. In the 
embodiment, the IP host address (the first address) of 
the mobile terminal 1a is "A", and the IP host address 20 
(the first address) of the mobile terminal 2 is "B". 
[01 33] As shown in FIG. 6, in step 601 , the mobile ter- 
minal 1a transmits an IP packet which includes the IP 
host address (the first address) of the mobile termi- 
nal 2 as a destination address, to an access router AR2 25 
via radio circuits. 

[0134] In step 602, the address judging unit 37 of the 
access router AR2 converts the destination address of 
the received IP packet from the IP routing address (the 
first address) "B" of the mobile terminal 2 to the IP host 30 
address (the second address) M X1" of the mobile termi- 
nal 2, referring to the cache table for reception storing 
unit 36, referringto the cache table for transmission stor- 
ing unit 35. 

[0135] In step 603, the routing unit 39 of the access 35 
router AR2 transfers the address-converted IP packet 
whose destination address is "X1 M to an anchor router 
ANC1 , referring to the routing table storing unit 34. 
[01 36] In step 604, the address judging unit 37 of the 
anchor router ANC1 judges that the IP routing address *o 
(the second address) "X1 " of the mobile terminal 2 is 
established in the received IP packet by the decision bits 
in the received IP packet. 

[0137] In step 605, the routing unit 39 of the anchor 
router ANC1 transfers the IP packet whose destination 45 
address is M X1 " to a border router BR1 without convert- 
ing the destination address, referring to the routing table 
storing unit 34. 

[0138] The IP packet which includes the IP routing ad- 
dress (the second address) "X1 " of the mobile terminal so 
2 is transferred to an access router AR3 which is con- 
nected to the destination mobile terminal 2 via radio cir- 
cuits, by repeating the step 604 and the step 605 from 
the step 606 to the step 611. 

[0139] In step 612, the address judging unit 37 of the 55 
access router AR3 converts the destination address of 
the received IP packet from the IP routing address (the 
second address) "X1" of the mobile terminal 2 to the IP 



host address (the first address) "B" of the mobile termi- 
nal 2, referring to the cache table for transmission stor- 
ing unit 35. 

[0140] In step 613, the routing unit 39 of the access 
router AR3 transfers the address-converted IP packet 
whose destination address is M B" to the mobile terminal 
2 via radio circuits, referring to the routing table storing 
unit 34. 

<Functions and effects of the mobile communication 
control system according to the embodiment 

[0141] In the mobile communication control system 
according to the embodiment, the source router AR2 
routes IP packets to the destination router AR3 based 
on the converted IP routing address (the converted sec- 
ond address), and the destination router AR3 transfers 
the I P packets to the destination mobile terminal 2 based 
on the converted IP host address (the converted first ad- 
dress), so as to avoid the communication route redun- 
dancy (the triangle route) in downward communication. 
[0142] In the mobile communication control system 
according to the embodiment, the destination mobile 
terminal 2 does not have to receive the care of address 
CoA including the current location information on the 
source mobile terminal 1a, so as to avoid the location 
privacy problem whereby the current location informa- 
tion LA#2 of the source mobile terminal 1a is revealed 
to the destination mobile terminal 2. 
[0143] In the mobile communication control system 
according to the embodiment, the IP host address (the 
first address) is used as a destination address of IP 
packets transmitted from the source mobile terminal 1 a 
in upward communication, so as to prevent the current 
location information LA#2 of the source mobile terminal 
1a from being revealed to the destination mobile termi- 
nal 2. 

[0144] In the mobile communication control system 
according to the embodiment, the source router AR2 
does not perform encapsulation of IP packets, so as to 
avoid an increase of the overheads of the IP packets. 
[0145] In the mobile communication control system 
according to the embodiment, the router controlling unit 
24 of the location information management server B in- 
structs the source router AR2 to associate the IP host 
address (the first address) of the destination mobile ter- 
minal 2 with the IP routing address (the second address) 
of the destination mobile terminal 2, so that the IP ad- 
dress of the home agent managing the current location 
information LA#2 of the source mobile terminal 1 a does 
not have to be notified to the source mobile terminal 1 a 
in advance, and the source mobile terminal 1 a does not 
have to perform a location registration to the home agent 
of the home network directly. As a result, the possibility 
whereby the IP address itself of the home agent man- 
aging and controlling mobility is revealed to an outsider 
can be avoided, and the I P address itself is impenetrable 
to unauthorized attack. 
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[0146] In the mobile communication control system 
according to the embodiment, the router controlling unit 
24 of the location information management server B in- 
structs the source router AR2 to associate the IP host 
address (the first address) of the destination mobile ter- 
minal 2 with the IP routing address (the second address) 
of the destination mobile terminal 2 so that the precision 
for notifying the IP routing address (the second address) 
to other domains can be loose, the range of control of 
the mobile terminal by the routers can be narrow, and 
higher hand-over can be performed. 

<A modification> 

[0147] The present invention is not limited to the 
above embodiment. For example, the present invention 
can be configured to convert the IP routing address in 
all routers such as the anchor router ANC1 and the bor- 
der router BR1 within the specified domain (for example, 
the domain B). For example, the anchor router ANC1 
can convert the IP routing address from "X1" to "X2", 
the border router BR1 can convert the IP routing ad- 
dress from "X2" to "X3" in the present invention. 
[01 48] For example, the present invention can be con- 
figuredto convert the I P routing address in some of rout- 
ers such as the anchor router ANC1 within the specified 
domain (for example, the domain A). 
[0149] In the present invention, the routers which con- 
vert the IP routing address are different between the up- 
ward direction (the direction from the mobile terminal 1 a 
to the mobile terminal 2) and the downward direction 
(the direction from the mobile terminal 2 to the mobile 
terminal 1). 

[0150] The present invention can be applied not only 
in the case that address conversion is performed for the 
destination address but also in the case that address 
conversion is performed for the source address. 
[0151] The present invention can provide a mobile 
communication control system which can avoid commu- 
nication route redundancy, and prevent the current lo- 
cation information of the source mobile terminal and the 
IP address of the location information management 
server from being revealed, and a router, a server and 
a data structure which can be used in the above mobile 
communication control system. 

[0152] Additional advantages and modifications will 
readily occur to those skilled in the art. Therefore, the 
invention in its broader aspects is not limited to the spe- 
cific details and the representative embodiment shown 
and described herein. Accordingly, various modifica- 
tions may be made without departing from the spirit or 
scope of the general inventive concept as defined by the 
appended claims and their equivalents. 



Claims 

1 . A mobile communication control system comprising 



a server and a plurality of routers, 
wherein the server comprises: 

an address manager configured to manage a 
5 first address of a destination mobile terminal 

associated with a second address of the desti- 
nation mobile terminal; and 
an instructor configured to instruct a source 
router connected to a source mobile terminal 
10 via a radio circuit to store the first address of 

the destination mobile terminal associated with 
the second address of the destination mobile 
terminal; 

15 wherein the source router comprises: 

a first address memory configured to store the 
first address of the destination mobile terminal 
associated with the second address of the des- 

20 tination mobile terminal, in accordance with the 

instruction from the server; 
an address converter configured to convert the 
first address of the destination mobile terminal 
which is included in a packet received from the 

25 source mobile terminal as a destination ad- 

dress, to the second address of the destination 
mobile terminal which is associated with the 
first address of the destination mobile terminal 
in the first address memory; and 

30 a routing processor configured to route the re- 

ceived packet to a destination router connected 
to the destination mobile terminal via a radio cir- 
cuit, in accordance with the converted destina- 
tion address; 

35 and wherein the destination router comprises: 

a second address memory configured to 
store the first address of the destination 
mobile terminal associated with the second 

40 address of the destination mobile terminal; 

an address converter configured to convert 
the second address of the destination mo- 
bite terminal which is included in the re- 
ceived packet as a destination address, to 

45 the first address of the destination mobile 

terminal which is associated with the sec- 
ond address of the destination mobile ter- 
minal in the second address memory; and 
a packet transferring processor configured 

so to transfer the received packet to the des- 

tination mobile terminal, in accordance 
with the converted destination address. 

2. The mobile communication control system accord- 
55 ing to claim 1 , 

wherein the destination router further com- 
prises a selection notifier configured to select the 
second address of the destination mobile terminal 
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which is associated with the first address of the des- 
tination mobile terminal in the second memory, and 
to notify the selected second address of the desti- 
nation mobile'terminal to the server, when the des- 
tination mobile terminal moves into a predeter- 
mined area, or when the destination mobile terminal 
changes to an active state; 

and wherein the address manager of the serv- 
er manages the notified second address of the des- 
tination mobile terminal associated with the first ad- 
dress of the destination mobile terminal. 

3. The mobile communication control system accord- 
ing to claim 1 , wherein 

the source router further comprises an inquir- 
er configured to inquire as to the second address of 
the destination mobile terminal of the server, when 
the first address memory does not store the second 
address of the destination mobile terminal associ- 
ated with the first address of the destination mobile 
terminal which is included in the packet received 
from the source mobile terminal as a destination ad- 
dress; and 

the instructor of the server instructs the 
source router to store the first address of the desti- 
nation mobile terminal associated with the second 
address of the destination mobile terminal, in ac- 
cordance with the inquiry from the source router 

4. The mobile communication control system accord- 
ing to claim 1 , wherein the address manager of the 
server updates the first address of the destination 
mobile terminal and the second address of the des- 
tination mobile terminal which are associated with 
each other, in accordance with a movement of the 
destination mobile terminal or the change of state 
of the destination mobile terminal. 

5. The mobile communication control system accord- 
ing to claim 1 , wherein the instructor of the server 
instructs the router which is not in a route of the 
packet from the source mobile terminal to the des- 
tination mobile terminal, to delete the managed first 
address of the destination mobile terminal and the 
managed second address of the destination mobile 
terminal. 

6. The mobile communication control system accord- 
ing to claim 1 , wherein the address converter of the 
source router or the destination router distinguishes 
the first address of the destination mobile terminal 
from the second address of the destination mobile 
terminal, in accordance with at least one decision 
bit in the packet. 

7. A mobile communication control method compris- 
ing the steps of: 



transmitting a packet including a first address 
of a destination mobile terminal as a destination 
address, in a source mobile terminal; 
instructing a source router connected to the 

s source mobile terminal via a radio circuit to 

store the first address of the destination mobile 
terminal associated with a second address of 
the destination mobile terminal, in a server; 
storing the first address of the destination mo- 

10 bile terminal associated with the second ad- 

dress of the destination mobile terminal, in ac- 
cordance with the instruction from the server, 
in the source router; 

converting the first address of the destination 

1* mobile terminal which is included in the packet 

received from the source mobile terminal as a 
destination address, to the second address of 
the destination mobile terminal which is asso- 
ciated with the first address of the destination 

20 mobile terminal, in the source router; 

routing the received packet to a destination 
router connected to the destination mobile ter- 
minal via a radio circuit, in accordance with the 
converted destination address, in the source 

25 router; 

converting the second address of the destina- 
tion mobile terminal which is included in the re- 
ceived packet as a destination address, to the 
first address of the destination mobile terminal 

30 which is associated with the second address of 

the destination mobile terminal, in the destina- 
tion router; and 

transferring the received packet to the destina- 
tion mobile terminal, in accordance with the 
35 converted destination address. 

8. A server used in a mobile communication network 
for transferring a packet from a source mobile ter- 
minal to a destination mobile terminal via a plurality 

40 of routers, the server comprising: 

an address manager configured to manage a 
first address of the destination mobile terminal 
associated with a second address of the desti- 

45 nation mobile terminal; and 

an instructor configured to instruct a source 
router connected to the source mobile terminal 
via a radio circuit to store the first address of 
the destination mobile terminal associated with 

50 the second address of the destination mobile 

terminal. 

9. The server according to claim 8, wherein the ad- 
dress manager updates the first address of the des- 

55 tination mobile terminal and the second address of 
the destination mobile terminal which are associat- 
ed with each other, in accordance with a movement 
of the destination mobile terminal or the change of 
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state of the destination mobile terminal. 

10. The server according to claim 8, wherein the in- 
structor instructs the router which is not in a route 
of the packet from the source mobile terminal to the 
destination mobile terminal, to delete the managed 
first address of the destination mobile terminal and 
the managed second address of the destination 
mobile terminal. 

11. A router connected to a source mobile terminal 
comprising: 

an inquirer configured to inquire as to a second 
address of a destination mobile terminal of a 
server, when a first address memory does not 
store the second address of the destination mo- 
bile terminal associated with a first address of 
the destination mobile terminal which, is includ- 
ed in a packet received from the source mobile 
terminal as a destination address; 
the first address memory configured to store 
the first address of the destination mobile ter- 
minal associated with the second address of 
the destination mobile terminal, in accordance 
with an instruction from the server; 
an address converter configured to convert the 
first address of the destination mobile terminal 
which is included in the packet received from 
the source mobile terminal as a destination ad- 
dress, to the second address of the destination 
mobile terminal which is associated with the 
first address of the destination mobile terminal 
in the first address memory; and 
a routing processor configured to route the re- 
ceived packet to a destination router connected 
to the destination mobile terminal via a radio cir- 
cuit, in accordance with the converted destina- 
tion address. 

12. The router according to claim 11, wherein the ad- 
dress converter distinguishes the first address of 
the destination mobile terminal from the second ad- 
dress of the destination mobile terminal, in accord- 
ance with at least one decision bit in the packet. 

13. A router connected to a destination mobile terminal 
comprising: 



state; 

the second address memory configured to 
store the first address of the destination mobile 
terminal associated with the second address of 

5 the destination mobile terminal; 

an address converter configured to convert the 
second address of the destination mobile ter- 
minal which is included in a received packet as 
a destination address, to the first address of the 

10 destination mobile terminal which is associated 

with the second address of the destination mo- 
bile terminal in the second address memory; 
and 

a packet transferring processor configured to 
15 transfer the received packet to the destination 

mobile terminal, in accordance with the con- 
verted destination address. 

14. The router according to claim 13, wherein the ad- 
20 dress converter distinguishes the first address of 
the destination mobile terminal from the second ad- 
dress of the destination mobile terminal, in accord- 
ance with at least one decision bit in the packet. 

25 15. A data structure of a packet for transfer from a 
source mobile terminal to a destination mobile ter- 
minal via a plurality of routers, wherein 

the most significant bit of an IPv6 address in 
the packet functions as a decision bitfordistinguish- 

30 ing a first address of the destination mobHe terminal 
from the second address of the destination mobile 
terminal, 

when a source router connected to the source 
mobile terminal via a radio circuit converts the first 

35 address of the destination mobile terminal which is 
included in the packet received from the source mo- 
bile terminal as a destination address, to the second 
address of the destination mobile terminal which is 
associated with the first address of the destination 

40 mobile terminal, and routes the received packet to 
a destination router connected to the destination 
mobile terminal via a radio circuit, in accordance 
with the converted destination address, 

and when the destination router converts the 

45 second address of the destination mobile terminal 
which is included in the received packet as a desti- 
nation address, to the first address of the destina- 
tion mobile terminal which is associated with the 
second address of the destination mobile terminal, 

so and transfers the received packet to the destination 
mobile terminal, in accordance with the converted 
destination address. 



a selection notifies configured to select a sec- 
ond address of the destination mobile terminal 
which is associated with a first address of the 
destination mobile terminal in a second memo- 
ry, and to notify the selected second address of 
the destination mobile terminal to a server, 
when the destination mobile terminal moves in- 
to a predetermined area, or when the destina- 
tion mobile terminal has changed to an active 



16. A data structure of a packet for transfer from a 
55 source mobile terminal to a destinationmobile ter- 
minal via a plurality of routers, wherein 

any bit in the range of the 33rd bit to 64th bit 
of an IPv6 address in the packet functions as a de- 
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cision bit for distinguishing a first address of the des- 
tination mobile terminal from the second address of 
the destination. mobile terminal, 

when a source router connected to the source 
mobile terminal via a radio circuit converts the first s 
address of the destination mobile terminal which is 
included in the packet received from the source mo- 
bile terminal as a destination address, to the second 
address of the destination mobile terminal which is 
associated with the first address of the destination 10 
mobile terminal, and routes the received packet to 
a destination router connected to the destination 
mobile terminal via a radio circuit, in accordance 
with the converted destination address, 

and when the destination router converts the 15 
second address of the destination mobile terminal 
which is included in the received packet as a desti- 
nation address, to the first address of the destina- 
tion mobile terminal which is associated with the 
second address of the destination mobile terminal, 20 
and transfers the received packet to the destination 
mobile terminal, in accordance with the converted 
destination address. 



17. The mobile communication control system to claim 25 
1 , wherein 

the address converter of the source router 
converts a first address of the source mobile termi- 
nal which is included in a packet received from the 
source mobile terminal as a source address, to a 30 
second address of the source mobile terminal which 
is associated with the first address of the source 
mobile terminal; and 

the address converter of the destination rout- 
er converts the second address of the source mo- 35 
bile terminal which is included in the received pack- 
et as a source address, to the first address of the 
source mobile terminal which is associated with the 
second address of the source mobile terminal. 

40 

18. The router according to claim 11, wherein the ad- 
dress converter converts a first address of the 
source mobile terminal which is included in the 
packet received from the source mobile terminal as 

a source address, to a second address of the des- 45 
tination mobile terminal which is associated with the 
first address of the destination mobile terminal. 



19. The router according to claim 13, wherein the ad- 
dress converter converts a second address of the so 
source mobile terminal which is included in a re- 
ceived packet as a source address, to a first ad- 
dress of the source mobile terminal which is asso- 
ciated with the second address of the destination 
mobile terminal. ss 
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